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Background of CBDF

e ‘data Is the new oll’

* cross-border data flow (515 213Z 78, CBDF) not only forms a significant
part of cyberspace regulation in every country; it i1s also the crucial content
IN every country’s assertion of Its cyber sovereignty.

* China was a latecomer on cross-border data flow regulation. But China
possesses advantageous conditions for enacting such kind of legislation:
The large-scale digital economy market, the open and vibrant policy
environment, and the unique “one country, two systems” setting, all these
factors are advantageous to China’s exploration of the establishment of its
cross-border data flow system.
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Legislative overview

* Article 37 of the Cyber Security Law ( { 4L E)5) )

Other laws and regulations that * the Archives Law ( {1£35)%) ), the Law on Guarding
concerns CBDE State Secrets ( { IR=FEIZX M E% ) ), the Measures for

the Administration of Population Health Information ( {

AOREEEEEPE) and the Regulation on Map

Article 37 of Cyber Management ( {thEIEIREHI) ) .
Security Law

* Guide to the Personal Information Security Impact
Assessment (Draft for Comments) ( {{E R ZE il —
BAGEEZZFELTER (ECKERR\ ) ) ), the
Critical Information Infrastructure Security Protection
Regulations (Draft for Comments) ( B E BEMRE
4 RERG (ECKERTE ) ) ) and the Information
Security Technology — Guidelines for Data Cross-
Border Transfer Security Assessment ( {15 RZ & 110

- BlBELRZ T ATamE )

Related
rules,
measures
guidances




Name of Statutory Document
Cyber Security Law

General Provisions of the Civil Law
Criminal Law (2017 Amendment)

National Security Law

Law on Guarding State Secrets
Archives Law

Counterterrorism Law
International Criminal Justice
Assistance Law
Decision on Strengthening
Information Protection on Networks

| aAWS

Effective Date
1 June 2017

1 October 2017
4 November
2017
1 July 2015

29 April 2010

7 November
2016
27 April 2018
26 October
2018
28 December
2012

Provisions
Article 37, Article 31, Article 66

Article 127
Article 253(1)

Article 25

Article 25, Article 48

Article 16, Article 18, Article
24. Article 25
Article 19
Article 4



Judicial Interpretation

* The Supreme People’s Court and the Supreme People’s Procuratorate jointly
Issued the Interpretation on Several Issues concerning the Application of Law In
the Handling of Criminal Cases of Infringing on Citizens’ Personal Information ( {
FARIBERILLAEEBAGEMNSEGEHAEZES TRSEREER:) ). Article 1 of the
Interpretation provides that:

* “Citizens’ personal information” as prescribed in Article 253A of the Criminal
Law means all kinds of information recorded in electronic form or any other
form, which can be used, independently or in combination with other
Information, to identify a specific natural person’s personal identity or reflect a
specific natural person’s activities, including the natural person’s name, identity
certificate number, communication and contact information, address, account
password, property status, and whereabouts, among others.



Administrative Rules

e Article 24 of the Regulation on Map Management ( 3t EEIEEEAI) ): no

entity or individual may carry or mail any map in non-compliance with
relevant standards and provisions of the state in or out of China.

* Article 24 of the Regulation on the Administration of Credit Investigation

Industry ( {ZSE=E3E%AI) ): for information collected inside China, credit
Investigation institutions shall arrange, save and process It inside China.

* Article 21 of the Regulation on the Implementatlon of the Law on Guarding
State Secrets ( { RFEBIXM B, AENIRA) ): where state secret carriers

are to be carried out of China, approval and carrying formalities shall be
undergone according to the secrecy provisions of the state.




Departmental Rules Level

Issuing Body

State Administration of Press, Publication, Radio, Film and Television &

Ministry of Industry and Information Technology

People’s Bank of China (FFE& A EE£R17)

Ministry of Transport, Ministry of Industry and Information Technology,

Ministry of Public Security, Ministry of Commerce, State
Administration for Industry and Commerce (Abolished), General
Administration of Quality Supervision, Inspection and Quarantine
(Abolished) & Cyberspace Administration of China

Ministry of Industry and Information Technology (T ZEF1{Z 2/EE)
National Archives Administration (B8 2E5)

Ministry of Finance (B4 E{E), National Archives Administration

Ministry of Finance

National Health and Family Planning Commission (B2 &4 fIE &4
E5Z 2%9) (Abolished)

National Health Commission (ElZZ @ 4EfEER B )

Ministry of Science and Technology (FHE23 fiEl) and Ministry of
Health

Cyberspace Administration of China

Name of Statutory Document

Provisions on the Administration of Online
Publishing Services ( ( 484% KRR E TR E) )

Notice on Urging Banking Financial Institutions to
Do a Good Job in Protecting Personal Financial
Information

Interim Measures for the Administration of
Online Taxi Booking Business Operations and
Services ( (AgsETESN M R EKS SR EHE 1T
WAE) )

Provisions on Protecting the Personal Information
of Telecommunications and Internet Users

Measures for the Implementation of the Archives
Law of the People’s Republic of China

Measures for the Administration of Accounting
Archives (2015 Amendment)

Interim Provisions on Accounting Firms’
Provision of Auditing Services for the Overseas
Listing of Enterprises in Chinese Mainland

Measures for the Administration of Population
Health Information (For Trial Implementation)

Measures for the Administration of the Standard,
Security and Service of National Health and Medical
Big Data (For Trial Implementation)

Interim Measures for the Administration of Human
Genetic Resources

Measures on Security Assessment of Cross-border
Data Transfer of Personal Information and Important
Data (Draft for Comments)

Critical Information Infrastructure Security Protection
Regulations

Effective Date

10 March 2016

1 May 2011

1 November 2016

1 September 2013
1 March 2017

1 January 2016

1 July 2015

5 May 2014

12 July 2018

10 June 1998

Not yet come to
effect

Not yet come to
effect

Major Contents and Provisions

Article 8

Personal financial information acquired inside China shall be
stored, processed and analyzed inside China. (Article 6)

An online taxi booking platform company shall observe the
relevant state provisions on network and information security
and the personal information collected and business data
formed shall be stored and used in the Chinese mainland.
(Article 27)

Article 4, Articles 8, 9, 10
Article 18

Article 25

Article 5, Article 12

Article 9, Article 10

Article 30

Article 4, Article 6, Articles 11, 12, 13, 14, 15 and 16, Articles
21 and 22

Chapter 3, Article 29, Article 34, Article 46



Document Name

Information Security Technology — Guidelines for the
Protection of Personal Information in Public and
Commercial Service Information Systems

Information Security Technology — Guidelines for Data
Cross-Border Transfer Security Assessment (Draft for
Comments)

Information Security Technology — Guide to the Personal
Information Security Impact Assessment (Draft for
Comments)

Information Security Technology — Guide for De-
Identifying Personal Information (Draft for Comments)

Information Security Technology — Guidelines for
Security  Inspection and Evaluation of Critical
Information Infrastructure (Draft for Comments)
Information Security Technology — Security Controls of
Critical Information Infrastructure (Draft for Comments)

Information Security Technology — Basic Requirements
for the Protection of Network Security of Critical
Information Infrastructure (Draft for Comments)

Information Security Technology — Indicator System of
Critical Information Infrastructure Securitv AssSurance

Effective Date
1 February 2013

Not yet come to effect

Not yet come to effect

Not yet comet to effect

Not yet come to effect

Not yet come to effect

Not yet comet to effect

Not yet come to effect

National Standard Level

Major Contents and Provisions
Section 5.4.5

This standard provides for the process, major points and method of security
assessment of cross-border transfer of personal information and important data.

This standard sets out the basic concepts of personal information security
Impact assessment, its structure, method and process.

This standard describes the goal and principle of de-identification of personal
Information, and the process of de-identification and the relevant
administrative measures.

This standard provides specific guidelines regarding de-identification of
personal information for micro data, which applies to (persons/organizations)
who handles personal information; it also applies to the work of personal
Information security supervision and management and assessment by
departments related to network security and third-party assessment institutions.
Critical information infrastructure (Section 3.1); Situation of protecting
personal information and important data in compliance examination (Section
7.2.5)

Critical information infrastructure (Section 3.1) Classification of data (Section
5.1.2); Compliance requirements of classified protection (Section 6.1); Data
protection (Section 6.4)

Section 3.1: Section 4.2.8

Critical information infrastructure (Section 3.1)



Analysis of the
Significant Normative
Documents: The
Cyber Security Law

The Cyber Security Law Is the first
piece of basic legislation on cyber
security In mainland China, and It sets
out the basic framework of cyber
security legislation for the country. The
Cyber Security Law was passed on 7
November 2016 and came Into force
on 1 June 2017.

HACKING INTO CHINA’S CYBERSECURITY LAW

Jyh-An Lee’

China’s Cybersecurity Law, which is thus far the most
important internet legislation to be passed in the country,
came into effect on June 1, 2017. The law has attracted
significant attention and criticism from foreign companies.
Although the Chinese government claims that the
Cybersecurity Law will help reduce the risk of cyberattacks
and safeguard national security, some critics believe that the
law will further erode internet freedom in China. In
particular, concerns have been raised that the law may not
effectively enhance China’s current level of cybersecurity but
instead may be used to facilitate government censorship and
surveillance, to increase unnecessary business operating
costs, to steal intellectual property from foreign companies,
and to protect domestic industries from global competition.

This Article provides a thorough analysis of important
prouvisions of the Cybersecurity Law as well as their policy
implications. It views the Cybersecurity Law as part of a
broader set of policy steps that have been taken to streamline
laws concerning the internet and national security. The law

* Associate Professor, Faculty of Law, The Chinese University of Hong
Kong. I would like to thank Rehan Abeyratne, Gillian Bolsover, Anatole Boute,
Bernard Chao, Shun-Ling Chen, Yu-Jie Chen, Wen-Tsong Chiou, David Donald,
Yu Hong, Stuart Hargreaves, Gus Hurwitz, Lianrui Jia, Min Jiang, Jae Woon
Lee, Wanbil Lee, Yu-Hsin Lin, Tzu-Yi Lin, Noam Noked, Tokunbo Ojo, Jeffrey
Ritter, Lotus Ruan, Dini Sejko, Hsi-Ping Schive, Yen-Tu Su, Dicky Tsang, Felix
Wu, Dwayne Winseck, Peter Yu, and Wolfgang Zankl for their helpful comments.
This Article has also benefited from feedback provided in the 2017 Internet Law
Works-1n-Progress Conference at Santa Clara Law School, the 15th Chinese
Internet Research Conference: “Divergence and Convergence in China’s
Internets” at Texas A&M University School of Law, Faculty Seminar at the
Institutum Iurisprudentiae, Academia Sinica (IIAS) in Taipei, Faculty Research
Seminar at The Chinese University of Hong Kong Faculty of Law, “iEthics-
Cyberport Symposium on Data Privacy Protection and Cybersecurity” in Hong
Kong, and the “Global Media Forum: Changes and Adaptations: Chinese Media
and its Global Development” workshop at York University in Toronto. I also
thank Agnes Cheung, the Legal Resources Librarian for her invaluable
assistance. I am grateful to the editors of the Wake Forest Law Review for their
extraordinary editorial support. The study underlying this Article was supported

by a grant from the Research Grants Council in Hong Kong (Project No.. CUHK
144192417



Article 37 of the Cyber Security Law

* Personal information and important data collected and produced by critical
Information infrastructure operators during their operations within the territory of
the People’s Republic of China shall be stored within China. If it Is Indeed
necessary to provide such information and data to overseas parties due to
business requirements, security assessment shall be conducted in accordance
with the measures developed by the national cyberspace administration In
conjunction with relevant departments of the State Councll, unless it iIs otherwise
prescribed by any law or administrative regulation.

o “ABESEMBHNEEEE PEARINEBENEE PRENFEN ISR
IEZHENAERNEE - DUSRE BRERIRNG TXRREZME
S IEEESRERM RN AR TR | 5@  TEENSBNEN
TR .




pUrpoSse

* to protect the security of the network; to maintain the sovereignty of the
cyberspace, national security and public interest; to protect the legal rights
of citizens, legal persons and other organizations, hence enhancing the
healthy development of informatization of the economic society.

the second level of the purpose of its enactment Is to maintain the security
of the operation of the critical information infrastructure.

* to protect personal information and important data



content

(1) The subjects of liability are the operators of the critical information
Infrastructure but not all network operators;

(2) The targets of protection are the personal information and important
data collected and produced by the subjects of liability during their
operations within the territory of the People’s Republic of China;

(3) The content of liability I1s storing the information/data within China;
(4) Cross-border transfer of relevant personal information and important

data out of China must comply with two conditions, namely the relevant
business requirements and passing the security assessment.



Article 31 of the Cyber Security Law

* The state shall, based on the rules for graded

protection of cybersecurity, focus on protecting
the critical information infrastructure In
important industries and fields such as public
communications and information services,
energy, transport, water conservancy, finance,
public services and e-government affairs and the
critical information infrastructure that will
result in serious damage to state security, the
national economy and the people’s livelihood
and public interest If it Is destroyed, loses
functions or encounters data leakage. The
specific scope of critical information infrastructure
and security protection measures shall be
developed by the State Council.

"EXN L ILBENEERS ~ BER - 8 ~ 7KF

TR AHARSS C BFINSEFEZITI A
J/X&,J’@—_L?l WA ~ KR IIgESL A LM
T“t‘ ‘BREEEXRZE - BItERE - 2HF
IR ,u_-T-_ﬁHjlzﬁﬂJ TN E L 2 FNRIPH
rﬁﬁiﬁﬂj__ SLITE RIRF /%\%U.:.U_-.-_ﬁﬂjlzﬁm
HWERSEEMZZRIFIEZHESRGIE -

* The state shall encourage network operators
other than those of critical information
Infrastructure to voluntarily participate in the
critical information infrastructure protection
system.

o "EXRTWMREER ‘EHjlemLX%E’JITf‘Z CERE

BZ5REEREMKIERIPEZ




Article 31 of the Cyber Security Law

* The state shall, based on the rules for graded CEBRE - AHRS - BEFESEFEZ T AN
protection of cybersecurity, focus on protecting J//UEZ,J’@—_L@ IRIA ~ TR DNEESL B 2 E M
the critical information infrastructure in - OpEEEEREXRETE - EirEE ~ 2H A
important industries and fields such as public E’]é"—\%i1+,uiﬁt|jlzﬁm T M B Z T ZF QIR
communications and information services, ErREN £ - SSTERRFRF - REE /uiﬁtljlzﬁm
energy, transport, water conservancy, finance, WERSEENZER®RIPIVABHESRHIE -
public services and e-government affairs and the
critical information infrastructure that will * The state shall encourage network operators
result in serious damage to state security, the other than those of critical information
national economy and the people’s livelihood Infrastructure to voluntarily participate in the
and public interest If It Is destroyed, loses critical information infrastructure protection
functions or encounters data leakage. The system.
specific scope of critical information infrastructure
and security protection measures shall be o ‘EXTWHREEEE ﬁHjlemLX%E’JIT?‘Z s=E&E
developed by the State Council. s 5REEREMKTERIFTA -

o "EXMNLHKBEMEERS - BEIR - 8 ~ 7KF




Article 31 of the Cyber Security Law

* The state shall, based on the rules for graded

protection of cybersecurity, focus on protecting
the critical information infrastructure In
important industries and fields such as public
communications and information services,
energy, transport, water conservancy, finance,
public services and e-government affairs and the
critical information infrastructure that will
result in serious damage to state security, the
national economy and the people’s livelihood
and public interest If it Is destroyed, loses
functions or encounters data leakage. The
specific scope of critical information infrastructure
and security protection measures shall be
developed by the State Council.

"EXN L ILBEMERRS ~ BEIR - 228 ~ KA

L p RS - BT RS SEZRITINOUE
L/Ui,\ﬂﬂ—_Lél WA~ KR IDIAEE B AT
7= OB EREERZEZE  EirEE - XA
E’Jé"—\%ﬂiuiﬁtljlzﬁm EMN T E SRR
EMEM L - SHTERRFRF /%'\%U.:.Uiﬁtljlzﬁm
WEINSEEMZE RIFIMNARESBHIE

* The state shall encourage network operators
other than those of critical information
Infrastructure to voluntarily participate in the
critical information infrastructure protection
system.

o "EXRTWMREER ‘EHjlemu%E’Jﬂf‘Z CERE

BZ5REEREMKIERIPEZ




Article 66 of the Cyber Security Law

* Where a critical information infrastructure operator stores network data overseas, or
provides network data to the overseas in violation of Article 37 of this Law, the competent
department shall order it to take corrective action, give it a warning, confiscate its illegal
Income, and impose a fine of not less than 50,000 yuan but not more than 500,000 yuan on
It, and may order It to suspend relevant business operation, cease business operation for
rectification, or close down the website, or may revoke the relevant business permit or
business license, and impose a fine of not less than 10,000 yuan but not more than 100,000
yuan on Its directly responsible person in charge and other directly liable persons.

o REERRMBHNEEBERAEE= T LRAE - EHIMEHETLS
HREHIEN - AALTEEISSUE - ATFES  BUEEFRS -

TCLA RO - AU AR EEERISS ~ A ZW -~ KU -

%ﬁ' Wig ; NEENSRNEEARMEMERETTEARL—)

J7TLA

231

& - B EIRIME

S UELX -hT 5
AR FZIF O UEEL & m

— 1)

JICLA IR @



Critical Information Infrastructure Securlty Protection Regulatlons
iz 2 RIFFRG] (IEKEDTT )

(Draft for Comments) =15 B &l

L

* Article 18 of the Regulations provides that:

* Network facilities and information systems operated and
managed by the Entities (danweil) listed below, if being
destroyed, loses functions or encounters data leakage will
result in serious damage to state security, the national
economy and the people's livelihood and public interest,
should be brought into the scope of the protection of critical
iInformation infrastructure:

1. Governmental agencies and Entities (danwel) which are
In iIndustry sectors and fields such as energy, finance,
transportation, water conservancy, hygiene and medical
care, education, social insurance, environmental
protection, and public utilities;

2. Information networks such as telecommunications
networks, television broadcast networks and the Internet,
and Entities (danwel) which provide cloud computing, big
data and other large-scale public information network
Services;

3. R&D and manufacturing Entities (danwei) which are in

Industry sectors and fields such as science and
technology for national defense, large equipment
manufacturing, chemicals, and food and drug;

. News organizations (danwei), such as broadcasting

stations, television stations and news agencies; and

5. Other critical organizations (danwel).

o “RNARNZBIT %ﬁﬁ’]ﬂfuuﬁmﬁ% E 4 '—EE@E}ﬂﬂ

RRIDBEABZLIEMLEE - e EGEEXREZE Efr%*

\
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Critical Information Infrastructure Security Protection
Regulations (Draft for Comments)

* Article 19 of the Regulations provides that:

* The national cyberspace administration departments will, acting
jointly with departments such as the telecommunications authority
and the public security department of the State Council, formulate
guidelines for identifying critical information infrastructure.

* The national industry regulatory or supervisory departments will, in
accordance with the guidelines for identifying critical information
Infrastructure, identify critical information infrastructure within their
own industry sectors and their own fields, and report the results of
their identification in accordance with procedures.

* In the course of identifying and recognizing critical information
Infrastructure, the role of relevant experts should be fully taken into
account, to make the identification and recognition of critical

Information infrastructure more accurate, reasonable and scientific.

. “Egﬁlﬂﬂiﬁﬁﬂ E EQBF‘E BEEEEN ] AL 158 16 ERTE

o "HXRTUWEFESImESI [BRBEREM IR AEM - 2H2 /\1/\
AT ~ RIUERIREE B EM IR - AREFRKREIRAES

RRESEMREIANNELER - NIRRT KEFRTRIFR
REREESEMRRAPANERNERYE - SEEMNRIFMN -7

Article 20 of the Regulations provides that:

Operators of critical information infrastructure which has been newly
constructed or the operation of which has been suspended, or
where a major change to the critical information infrastructure has
occurred, should promptly report the relevant circumstances to the
national industry regulatory or supervisory departments.

The national industry regulatory or supervisory departments should
promptly carry out an adjustment of their identification on the basis
of the circumstances reported by the operator, and report the results
of their adjustment in accordance with procedures.

“ThE -~ FoRBEREEMRE - T@%E%Eﬁﬂjiﬂmﬁ*zEgj(”“ﬂ:
B - mEZNIARNHERBARSER T EESREER] -

“EHRITI= ”‘JZHS%%BHF“%*E?EE%%?&%E’\J%}E&HﬂH’ﬂR%U
HE - FRERREERBR




Critical Information Infrastructure Security Protection
Regulations (Draft for Comments)

* Article 34 provides that: o ‘REEEEIMRMNCTHIFN BT
NSNS k\\\/%%ﬁ%y - IR HITIRIN
* The operation and maintenance of AR PR WELIRE ZM‘J\H/‘ =T
critical information infrastructure mEEN JME %B%’A?E%Bﬂ

should be carried out within the
territory of China. When there Is a
veritable need to carry out remote
overseas maintenance for reasons of
business necessity, they should report
It In advance to the national industry
regulatory or supervisory departments
and to the public security department
of the State Council.



Measures on Security Assessment of Cross-border Data Transfer of

Personal Information (Draft for Comments) (MABERIDIRZE LT3
/L\ ( 'ﬂ__/J( u\JI_I%‘trJ ) )

* |ssued by the Cyberspace Administration of China on June 2019.

* The major contents of the Assessment Measures Include: rules for local
storage and security assessment of personal information and important
data; principles of data cross-border transfer security assessment; specific
missions of various subjects In security assessment; contents of focused
assessment of the security of data cross-border transfer; and situations
where data cross-border transfer are prohibited.

* This provision extends the subject of liability from critical information
Infrastructure operators to cover also the ordinary network operators.



Information Security Technology — Guidelines for Data Cross-Border
Transfer Security Assessment (Draft for Comments) (EEZETAR 3

iﬁﬁﬂAi'/'f EI: |"‘J ( 'fl'/_K/L_,\ *ﬂ ) )

IHL
[ [
C

* |tis a set of guidelines formulated by the National Information Security Standardization
Technical Committee after the promulgation of the Cyber Security Law, focusing on
dealing with data cross-border transfer security assessment.

* The Guidelines sets out the procedure of the data cross-border transfer security
assessment, the major aspects of assessment, and the assessment methods, etc.
Besides, it also gives explanations to some core technical terms relating to data cross-
border transfer.

* There are two annexes to the Guidelines, namely “The Guidelines for Identifying
Important Data” ( { EZ2#IE1R5)1ERE ) ) and “The Measures for the Assessment of
Security Risk of Cross-border Data Transfer of Personal Information and Important
Data” ( { PAEBRMEZ2LIELIREZEXMIFIE71E) ). These two documents are
crucial to the actual implementation of the cross-border data flow system.




The Practical Need for Cross-border Data Flow

Personal Communication

Business Needs

* Execution of Public Duties by the Public Institutions
* Operation of the Private Business

Scientific Research Activities

Administrative Supervision Activities

Litigation



China’s Regulative model of Cross-border Data
Flow

Ground rule: Localization of Data Storage (also have to ensure the controllable security at the stages of data analysis, process and
disposal, etc.)

Data Restricted of Export

LI
M
O
HH

* approval of competent authorities ( { FRFEXWERH) (SITIMSBSFFAMNEFENMENIRIN EHEITWSEBITAE) )

e users’ consent ( ( RTMMEMBERBRIFHAE) )

* security assessment ( {NRBLEIX) F£375x%, (EXRBEREETFARYETE - £ZMRS[ERIVE (117) ))

Data Prohlblted of Export ( { W%E@ ) MEAFET - FEATEGEREBRNEMANENHEALIER" - (NEMADHESFLER
FEEETIE) A NAFFEESLATINIETERMNEMERLZEEBRAE - FIRENTAGRMERRWSEIE - NIEFEAMZE
$D1§ 7, AANOREEREENA (1117) ) NE MASHALNREERERMMIKRS =P =7E - ASEE - HEERIIMIARSE" )

Free to Export
* Open data

* Harmless data



China’s Regulative model of Cross-border Data
Flow (cont.)

* Prohibition of Inflow (Article 19 of Counterterrorism Law)

* Free to Inflow (mainly include data which allow public access within
mainland China and data whose inflow will not threaten national

security)
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Thank you!

tlanxhe2@cityu.edu.hk
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